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Security

DEPARTMENT OF THE ARMY | NFORMATI ON SECURI TY PROGRAM

Summary. This revised suppl enent assigns responsibilities and
establ i shes procedures for the Departnent of the Arny

I nformation Security Programw thin the US Arny Intelligence
Center and Fort Huachuca (USAI C&FH).

Applicability. This supplenent applies to all elenents of the
US Arny Intelligence Center and Fort Huachuca (USAI C&FH)

Suppl enentati on. Further supplenentation of this regulation is
prohi bi t ed.

Suggested i nprovenents. The proponent of this supplenment is the
USAlI C&FH Security Division. Users may send conments and
suggested i nprovenents on DA Form 2028 (Recomended Changes to
Publ i cati ons and Bl ank Forns) through channels to Commander,

USAI C&FH, ATTN. ATZS-TPP, Fort Huachuca, AZ 85613-6000.

Avai l ability. This publication is available solely on the Fort
Huachuca hone page at http://huachuca-www. arny. ml .

AR 380-5, 29 Septenber 2001, is supplenented as foll ows:

Page x, Contents. Add the follow ng after appendix I:

Page
Fi gures 17
Appendi x J. References 24
Appendi x K. Energency Pl ans 26
Appendi x L. Procedures for Handling TOP SECRET
Docunments wi t hi n USAI C&FH 28
d ossary 29

*Thi s suppl ement supersedes FH Suppl 1, 20 Decenber 1991
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Page 1, paragraph 1-2, References. Add the followi ng at the end
of the paragraph:

Ref erenced fornms and publications are listed in appendix J.
Prescri bed and referenced fornms and publications are avail abl e
el ectronically. Fort Huachuca forns and publications are

avail abl e at http://huachuca. ww. arnmy. m |, higher echelon forns
and publications are available at http://ww. usapa.arny. ml.

Page 1, Section Il, Responsibilities, paragraph 1-7. Add
subpar agraphs r and s after subparagraph q as foll ows:

r. Responsibilities.

(1) The Chief, USAIC&H Security Division, ATZS-TPP,
is the USAI C&FH Security Manager (SM. All other appointees wl|
be Assistant Security Managers (ASMs) appointed in accordance
with (I AW subparagraph (4) below, and their duties will be | AW
subpar agraph (5) bel ow.

(2) Conmmand policies and directives for safeguardi ng and
controlling classified information wll be formul ated by
USAI C&FH Security Division, ATZS-TPP.

(3) The USAIC&FH Security Division personnel wll
conduct staff security assistance visits, as required, to assist
subordi nate conmands and activities in devel opi ng and
i npl enmenti ng acceptabl e security procedures.

(4) The USAI C&FH staff section directors, chiefs, and
subordi nate conmanders at all levels are responsible for--

(a) Ensuring inplenentation of all applicable
security directives and suppl enents, where necessary, and
preparing internal instructions. Inspected units wll provide a
copy of the internal instructions or operating procedures during
t he annual command security inspection.

(b) Ensuring all newy assigned personnel whose duties
require access to classified information have been granted the
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appropriate security clearance and recei ved the prescribed
security indoctrination prior to granting access.

(c) Appointing an Assistant Security Manager (ASM .
(5 The ASMw || --

(a) Act as the point of contact and represent the
USAI C&FH SM

(b) Dissemnate instructions and gui dance to ensure
conpliance with current security directives.

(c) Consult with the USAI C&H Security D vision on
pertinent security matters.

(d) Maintain a current library of security regul ations
required to performtheir intelligence training and security
m ssion. The followng will be maintained: AR 380-5,

AR 380-19, and AR 380-67, as suppl enent ed.

(e) Maintain FH Form 380-5-R-E (Request for Security
Cl ear ance/ Access/ Speci al Access) indicating the security
cl earance and access of all their personnel, which shal
i ndi cate the highest degree of classified information to which
they are authorized access.

(6) The ASMw || ensure that--

(a) Newy assigned personnel are famliar with security
publications applicable to their duties prior to handling
classified information.

(b) Corrective action is taken as soon as possible on al
security deficiencies noted during security inspections.

(c) Acurrent duty roster is posted in a conspicuous
pl ace wthin each activity that creates, handles or stores
classified material. The roster will identify personnel who are
responsi bl e to conduct the end of duty security inspection of
the area and office. Each person designated on the roster wll
be notified in person.
3
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(d) The SM has been identified on FH Form 380-10-R-E
(Security Duty Appointnents) and that this form has been posted
in a conspicuous place within the activity.

(7) The ASMw Il conduct - -

(a) An effective security education programas outlined
in this suppl enent.

(b) Security briefings to newy assigned personnel to
ensure security awareness i s established upon assignnent.

(8 The ASMw Il establish witten security procedures
within their areas of responsibility. These procedures wl|
i nclude, but are not limted to--

(a) Safeguarding classified material under their
jurisdiction.

(b) Inplenenting physical security measures to prevent
access to classified material during non-duty hours.

(c) Limting access to classified information to
i ndi vidual s who have a proper clearance access and the need-to-
know.

(d) Establishing procedures for inplenmenting current
security publications.

(e) Ensuring all visitors are escorted or properly
supervised while in their area of responsibility.

(f) Challenging all strangers not under escort.

(g) Advising the director or staff office chief, in
witing, of all security deficiencies and/or weaknesses noted
and recomendi ng corrective actions to be taken.

(9) The Directorate of Installation Operations,

G3, will provide docunent control in the event the command
shoul d receive TOP SECRET collateral information

4
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s. Procedures.

(1) An ASMw Il be appointed in witing at each
| evel of command, and a copy of the appointnment letter wll
be provided to the USAI C&H SM (see figure 1-1). Additiona
ASMs may be appointed at directorate |levels, as needed. An ASM
either mlitary service nenber or governnent civilian enpl oyee,
w Il be selected based upon experience, reliability,
retainability, and clearance. Brigade and Battalion S-2s are
automatically ASMs for their respective activities. ASMs w |
have the support of and access to the director or staff office
chi ef.

(2) The ASMs wi |l conduct annual security inspections of
their respective activities. A copy of each inspection wll be
mai nt ai ned by the activity inspected. Only the |l ast inspection
report will be naintained.

(3) The USAIC&FH Security Division will inspect
directorates and staff offices at |east annually.

(4) The FH Form 380-9-R (I nformation Security |Inspection
Checklist) may be used by ASMs and by offices to be inspected as
a guide in preparing for inspections.

(5) The USAI C&FH Security Division wll forward the
security inspection report to the inspected unit.

Page 8, paragraph 2-3, Delegation of authority. Add the
foll ow ng subparagraph d after subparagraph c:

d. Headquarters, Departnent of the Arny, Deputy Chief of
Staff, G2 has delegated Oiginal Cassification Authority to
t he Commandi ng General, USAIC&H for material originated by
USAI C&FH el ements up to and i ncl udi ng SECRET.

Page 22, Chapter 4, Marking. Please refer to this chapter for
i nstructions and sanples for marking classified docunents.
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Page 63, paragraph 6-1 Responsibilities. Add the follow ng
after the first sentence:

FH Form 380-5-R-E (Request for Security C earance/ Access/
Speci al Access) will be used by USAI C&H Security Division

to determine an individual’s access and need-to-know, and

FH Form 380-6-R-E (Personnel Security Screening Record) wll be
used for screening personnel.

Page 66, paragraph 6-8, Access by persons outside the Executive
Branch. Add subparagraph g after subparagraph f.

g. Qutside the Departnent of Defense (DoD). Requests for
classified informati on from outside the DoD (subparagraphs a
through f) will be forwarded wth avail able information and
coments to USAI C&FH Security Division for coordination and
approval .

Page 67, paragraph 6-11, End-of-Day security checks. Add
subpar agraph 6-11c as foll ows:

c. Directorate and activity chiefs whose activities
create, handle and store classified material wll
ensure that personnel are designated in witing as end-of -day
checkers. Instructions will be included in the office
security standi ng operating procedures (SOPs). The designation
wi |l be conspicuously posted. At the end of the duty day,
individuals will ensure that within their work areas--

(1) Al classified material is properly secured in a
CGeneral Services Adm nistration (GSA) approved security
container or vault.

(2) Areas are neat and free of |oose papers and boxes.
Thi s should preclude classified docunents from bei ng
i nadvertently mxed with the | oose material and | eft unsecured.

(3) Al unoccupied desks and tables are checked to
ensure they do not contain classified information. If a
person is absent, classified information for that individual
Wl be property stored until the person returns to duty.

6
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(4) Al conmputers, word processing equipnment, typewiters
and rel ated equi pmrent which “generate” or “process” classified
i nformati on have the renovabl e nagneti c storage nedi a and/ or
ri bbon renoved and secured in a security container.

(5) Waste baskets are checked for any classified or
sensitive unclassified material.

Page 68, paragraph 6-12, Energency planning. Add the follow ng
after the | ast sentence of the paragraph:

Appendi x K provi des enmergency planning for the protection of
classified information. Ofice plans should be kept current and
posted on or in the vicinity of the security container.

Page 69, paragraph 6-16, Visits. Add subparagraph d after c.

d. Wthin USAIC&FH, a formal visit request wll be
prepared by the activity’s ASMprior to sending mlitary and
civilian enployees on travel to Arny and other DoD activities
and contractors facilities when access to classified
information/material is required. Al visit requests wll be
submtted thru USAI C&H Security Division on FH Form 380-14-R-E
(Request for Visit Authorization).

Page 71, paragraph 6-18, C assified neetings and conferences.
Add subparagraphs e, f, and g after subparagraph d.

e. The USAI C&FH responsibilities. Any USAI C&H activity
sponsoring a neeting in which classified information will be
di scl osed nust acconplish the foll ow ng:

(1) Coordinate with the USAI C&H Security Manager to pl an
for and apply adequate security neasures for the control, issue,
and storage of classified information.

(2) Ensure all announcenents and/or invitations are
uncl assified or are properly marked if classified.
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(3) Ensure all invitees have been properly cleared
t hrough USAI C&FH Security Division for collateral clearance
or the Special Security Ofice (SSO for Sensitive
Compartnented Information (SCl) and possess the appropriate
security cl earance.

(4) Ensure access control procedures and access rosters
are avail abl e and fol |l owed.

(5) Contact the activity ASM and request a guard force
for the building, roomor area. The sponsoring activity wll
ensure guards are provided.

(6) Preceding the event, the activity ASMw I| screen the
area acconpani ed by physical security personnel.

(7) Prior to the presentation, ensure all non-essenti al
recordi ng equi pnent, both audio and visual, including cel
phones are turned off. This will be announced by the ASM or the
al ternate ASM

f. Visit requests for attendance of foreign representatives
to conferences or neetings for the disclosure of classified
informati on nmust be submtted thru official foreign disclosure
channel s 30 days prior to the conference and all requests nust
be approved by Headquarters, Departnment of the Arny. The
Foreign Disclosure Ofice, USAI C&H Security Division should be
contacted for further guidance concerning attendance of foreign
representatives to conferences for the disclosure of either
classified or unclassified information.

g. Any questions regarding the security of neetings
that intend to disclose classified information will be
referred to the USAI C&H Security Manager, USAI C&FH Security
Di vi si on.

Page 73, paragraph 6-21, TOP SECRET Information. Add the
followng after the | ast sentence in subparagraph a:

(See Appendix L.)
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Page 75, paragraph 6-25, Reproduction of Classified Material.
Add the follow ng at the end of subparagraph b:

(1) In addition to the approval of the TOP SECRET
classification authority, approval is required fromthe Chief,
USAI C&FH Security Division for the reproduction of TOP SECRET
i nformation, and section D, DA Form 3964 (d assified Docunent
Accountability Record) requires this official’s signature.

(2) The following officials are authorized to approve
the reproduction of SECRET or CONFI DENTI AL i nformation within
their directorate or activity. This authority cannot be further
del egat ed.

(a) Deputy Commander/ Deputy Commandant for Futures.

(b) Conmmanders — Bde/Bn | evel

(c) Directors

(d)y SM

(e) ASM

Page 75, paragraph 6-25, Reproduction of Classified Material.
Add the follow ng at the end of subparagraph c:

(1) Reproduction equiprment wll be authorized by
USAI C&FH Security Division prior to any reproduction of
classified material (See figures 6-1 and 6-2).

(2) Activities with equipnment authorized for the
reproduction of classified docunents will include security
procedures for classified reproduction in their respective
security SOPs.

(3) TRADOC Label 1016-R (d assifi ed-Reproduction Contr ol
Notice)wi || be posted on all reproduction equi pnent authorized
for reproducing classified material. TRADOC Label 1017-R
(Uncl assi fi ed- Reproduction Control Notice) will be posted on
equi pnent not authorized for the reproduction of classified
mat eri al .

9
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(4) Training Material Support, Futures Integration
Devel opnent Center, building 62723, has equi pnent authorized for
classified reproduction up to SECRET.

(5) Al DA Forms 3903 (Visual Information (VI) Work
Order) submtted to the Training Material Support for classified
reproduction of SECRET or CONFI DENTIAL information wll be
approved by one of the officials |listed on page 9, subparagraph
(2) of this suppl enent.

Page 76, paragraph 6-27, Disposition and Destruction of
Classified Material. Add subparagraphs f through | to the end
of subparagraph e.

f. Al offices which store or generate classified
material will publish internal instructions in their SOPs for
saf eguardi ng and destroying classified waste.

g. For Oficial Ue Only (FOUO information will be
destroyed in the follow ng manner: material generated
within a classified or restricted area will be destroyed as
classified material.

h. dassified waste receptacl es(burn bags)wi |l be kept
under surveillance by properly cleared personnel during duty
hours and stored in approved security containers at the end of
each work day.

i. Red and white burn bags will be used as receptacles
for classified waste, FOUO material, and sensitive unclassified
wast e.

j. Reference copies of classified docunents will be
destroyed as soon as it is determ ned they are no | onger needed.
Material to be destroyed will not be accumul ated in excess of 14
wor ki ng days and will be stored in a security contai ner approved
for the appropriate |level of classification of the material.

k. The 15 through the 14'" of February of each year is
designated as the Annual C eanout Days for USAI C&H. The ASMs
will establish witten procedures for the acconplishment of the

10
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annual cleanout. A nenorandumfor record will be generated,
mai nt ai ned, and kept avail able for inspections. Disposition of
any record copies should be | AWAR 25-400- 2.

|. Fort Huachuca Regul ation 380-4, C assified Waste
Destruction Facility, contains additional information concerning
t he saf eguardi ng and destruction of classified waste.

Page 81, paragraph 7-8, Equi pnent Designations and Conbi nati ons.
Add the follow ng to subparagraph a:

The activity ASMw || assign classified container control
nunbers to all security containers used to store classified
information within his/her respective activity. Each safe wll
be marked with the activity’'s office synbol and nunbered
sequentially beginning with the nunber 1. This nunber will be
affixed, using a magic marker, in the upper |left hand corner of
the container. The assigned nunber will also be entered in the
appropriate block of Standard Form (SF) 700 (Security Contai ner
Information). A copy of the master list identifying the
assigned cl assified container control nunber, building nunber
and room nunber for each safe located within the activity wll
be forwarded to USAI C&H Security Division.

Page 81, paragraph 7-8, Equi pnent Designations and Conbi nati ons.
Add the follow ng to subparagraph b:

(7) The command, directorate or staff office ASM w | |
ensure safe conbi nations are changed and annotated on the SF 700
| AW subpar agr aph 7-8b.

Page 81, paragraph 7-8, Equi pnent Designations and Conbi nati ons.
Add the follow ng to subparagraph c:

(6) The USAI C&H ASMs for units, offices, and
activities having nore than one security container wll
designate a master container for storage of other container
conbi nati ons. Master container conbinations are stored in
t he USAI C&FH Mail and Distribution Center, building 22408.
One of the individuals listed on the SF 700 w Il handcarry part
2 (containing part 2a) of the SF 700 to the Mail and

11
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Distribution Center. The USAI C&FH Security Division wll
mai ntain the conbination to the master container located in the
Mail and Distribution Center.

Page 82, paragraph 7-9, Repair of Danaged Security Contai ners.
Add the foll ow ng subparagraph e after subparagraph d:

e. The Communi cations Electronic/Intelligence Electronic
Warfare CE/I EW Maintenance, Headquarters Conpany, 111th
Mlitary Intelligence Brigade, will informthe Chief, USAI C&H
Security Division of forced entry or repair requests for
security containers. ASMs wll ensure that SF 700 w |l be
properly maintained as required by pertinent regul ations for al
conbi nation | ocks within their purview \Wen the conbination to
a security container is lost due to | ack of conpliance with this
regul ation, the user will incur the full cost of restoring or
repl acenent of any conbination | ock/drawer that has to be
drilled or cut open. This will cost approximately $500. Norma
mal functions will be handled as a nornmal nmai ntenance probl em

Page 83, paragraph 7-11, Turn-in or transfer of security
equi pnent. Add the following to the end of the paragraph:

Cont act UAI C&FH Security Division tel ephonically prior to issue,
transfer, relocation, or turn-in of security contai ners assigned
control nunbers as outlined on page 11, paragraph 7-8 of this
suppl enent. Ensure the security container is inspected and the
conbi nation reset to the factory setting, 50-25-50, before
contacting USAI C&H Security D vision.

Page 96, 8-13, Docunentation. Add subparagraphs ¢ and d after
subpar agraph b as foll ows:

c. Procedures.

(1) Personnel authorized to handcarry classified materi al
fromtheir respective work areas nust have in their possession a
DD Form 2501 (Courier Authorization Card) or the Courier
Aut hori zation Letter (see figure 8-1).

12
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(2) Individuals who require authorization to hand carry
classified material off the installation using ground
transportation or commercial air will have in their possession a
Courier Authorization Letter. ASMs will process this
docunentation for the authorization and signature of the
USAlI C&FH Security Manager. This authorization wll be for
handcarrying the material to the destination only. |If the
material is to be returned to this installation, it nust either
be mail ed or other authorized neans of transm ssion nust be
used. Exceptions may be specifically authorized by the USAlI C&H
Security Manager.

(3) Once an individual has been transferred or
permanent|ly reassigned to another duty position, the Courier
Aut hori zation Card will be returned to the ASM for destruction.

d. Control of DD Forms 2501 (Courier Authorization Card).

(1) The USAIC&FH Security Division will be responsible
for the control of blank DD Fornms 2501. Blank courier cards are
considered controlled itens and nust be protected in the sane
manner as CONFI DENTI AL i nformation | AW AR 25- 30.

(2) ASMs will be responsible for the i ssuance and contr ol
of the DD Form 2501 within their respective directorate or staff
office. The ASMs will brief the couriers on their responsibil -
ities upon issuance of DD Form 2501 and require couriers to sign
a statement that they have read and understand Chapter 8 of AR
380- 5.

(3) ASMs are authorized to issue DD Forns 2501 for a
period not to exceed 1 year.

Page 98, paragraph 8-16, Authority to approve escort or
handcarry of classified information aboard comrerci al
passenger aircraft. Add paragraph 8-17 as foll ows:

8-17. Rel ease and transmttal of classified nmaterial to
contractors

The foll owm ng gui dance and procedures are provided relative to

13
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the preparation and release of classified material to
contractors. The Contracting O ficer’s Representative or

hi s/ her designated representative will screen all materi al

rel eased to ensure it contains the proper classification marking
as outlined in Section 1, Chapter 4 of this regulation. The
Contracting O ficer’s Representative wll--

a. Place a classified cover sheet, SF 704 for SECRET
or 705 for CONFI DENTI AL, on the front of the nmaterial.

b. Prepare a letter of transmttal to the contractor
containing the follow ng information:

(1) Contract nunber and nane of contract.

(2) Short, unclassified title, date (of the docunent),
classification, and originator.

(3) Disposition of the docunent (retention,
reproduction authority (if any), destruction, etc.)).

c. Place the letter of transmttal on the front of the
envel ope and insert it into a second opaque envel ope.
Leave the second envel ope unsealed. |If the material is being--

(1) Miiled to a contractor, forward a copy of the
letter of transmttal to ATZS-TPP for review.

(2) Handcarried to a contractor, prepare a DA Form 3964
and a copy of the letter of transmttal. Forward a copy of the
DA Formand the letter of transmttal to USAI C&H Security
Division within 2 working days after the transaction.

Page 100, paragraph 9-1, Security Education General Policy. Add
subpar agraphs e and f after subparagraph d as foll ows:

e. The objectives of the USAI C&H Security Education
Program are to--

(1) Reduce the potential for security violations.

14
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(2) Provide security education and training for al
personnel based upon their individual needs and the specific
security requirenents of their job.

(3) Informpersonnel who are nom nated for and
granted speci al access of their security responsibilities.

(4) Publicize new security regul ations, policies,
requi renents, and/or changes so all personnel are kept aware of
their security responsibilities.

f. The security education programw |l include all USAlI C&FH
personnel and students assigned to the USAI C&FH

(1) The USAI C&FH Security Division is responsible for
ensuring an effective security education programis established
and mai ntained within each directorate, departnent, and
activity.

(2) The USAI C&FH Security Division will provide an
initial in-processing security briefing and notify the
respective ASMwho will annotate this infornmation on FH
Form 380-21-R-E (I ndividual Security Oientation Record).
The ASMwi Il maintain this formand annotate any additiona
security educational training received by the individual.

Page 101, paragraph 9-7, Refresher briefings. Add the follow ng
after the | ast sentence:

Command, directorate, and staff ASMs will --

a. Provide training which is unique to the activity’'s
wor k envi ronment .

b. Ensure annual refresher training is conducted and
annot ated on the FH Form 380-21-R-E

c. Ensure personnel attend Subversion and Espi onage
Directed Against US Arny training.

15
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Page 104, paragraph 9-15, Term nation briefings. Add
subpar agraph e after subparagraph d.

e. Termnation briefings will be given by USAI C&H Security
Di vi si on during outprocessing.

Page 105, paragraph 10-2, Reaction to discovery or incident.
Add the foll ow ng subparagraph e after subparagraph d:

d. Commands, directorates, and activities will inmediately
notify USAI C&FH Security Division telephonically of any possible
conprom se of classified information. The activity wll be
responsi bl e for conducting all prelimnary inquiries and, upon
conpletion, will provide USAI C&H Security Division a copy of
their findings, |IAW paragraph 10-3.

16
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OFFI CE SYMBOL DATE

MEMORANDUM FOR Commander, US Arny Intelligence Center and Fort
Huachuca, (ATZS-TPP), Fort Huachuca, AZ 85613-6000

SUBJECT: Duty Appoi nt nment

1. Reference Fort Huachuca Supplenent 1 to AR 380-5.

2. Effective this date, and in accordance with reference,

the foll ow ng named i ndividuals are appoi nted as Assi st ant
Security Manager (ASM and Alternate Assistant Security Manager
(AASM) for (nanme of activity/directorate), building :

US Arny Intelligence Center and Fort Huachuca, Fort Huachuca,
Ari zona:

NAVE GRADE/ RANK EXTENSI ON
ASM
AASM
3. Purpose: The aforenentioned ASMw || discharge duties
i ndi cated in paragraphs 1-7r and 1-7s of reference. The AASM

wi |l discharge the ASM duties in the absence of the latter.

4. Period: Until officially relieved or released from
appoi nt nent or assi gnnent.

5. The point of contact is the undersigned, ext X-XXXX

Signature Bl ock for
Director/ Chief of Activity

CF:
I ndi vi dual s Concer ned
Figure 1-1. Sanpl e nmenmorandum for ASM duty appoi nt nent
17
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ATZS- (380-5 ) DATE

MEMORANDUM FOR Commander, US Arny Intelligence Center and Fort
Huachuca, (ATZS-TPP), Fort Huachuca, AZ 85613-6000

SUBJECT: Request for Authorization to Reproduce C assified

Def ense Information on a (Nanme of Copier)

1. Request the (directorate/activity/division)be authorized to
reproduce classified information, up to and including SECRET, on
t he organi zati on copy machi ne.
2. The followng information is submtted:

a. Mnufacturer: (Vendor nane)

b. Model: (XXXX-X)

c. Serial Nunber: ( XXXXXXX)

d. Location: (Bldg XXXX, Room XX)

e. Ofice synbol:

3. The (Nanme of Copier) has a self-cleaning drum which
| eaves no | atent inages.

4. Point of contact for this office is
ext ensi on X- XXXX.

(Signature Bl ock for
Director/ Chief of activity)

Figure 6-1. Sanple nenorandum requesting authorization
to reproduce classified informati on on office copier

18
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ATZS- TPP DATE

MEMORANDUM FOR Commander, US Arny Intelligence Center and Fort
Huachuca, (ATZS-XXX), Fort Huachuca, AZ 85613-6000

SUBJECT: Authorization for Reproduction of C assified Defense
I nformation on (Nanme of Copier)

1. The (Nanme of copier), Mdel , and Serial Nunber
________ , located in building (nunber), room (nunber), ATZS- XXX,
i s hereby approved for reproduction of classified defense

information up to and includi ng SECRET.

2. This authorization is contingent upon inplenentation
and conpliance with requirenents indicated bel ow

a. Posting of TRADOC Label 1016-R, Mar 86 (encl osure)
in the vicinity of the copying nmachi ne.

b. Posting a list of approving authorities for the
reproduction of classified material in the vicinity of the
copyi ng machi ne, (approving authorities will be designated by
position and title).

c. Reproduction of classified material will be
docunent ed and approved using a DA Form 3964 (Cl assified
Docunent Accountability Record).

d. Approving authorities will ensure that reproduction
of classified material is held to a m nimum and proper
classification markings are affixed to all docunents reproduced.

3. This authorization is valid only for the reproduction
equi pnent identified in paragraph 1 and will becone void

Figure 6-2. Sanple nmenorandum of authorization for reproduction

of classified defense information
on office copier
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ATZS- TPP
SUBJECT: Authorization for Reproduction of O assified Defense
I nformati on on (Nanme of Copier)

when equi prent is noved from present |ocation or is no | onger
required for the reproduction of classified information.

4. The point of contact for this office is the undersigned,
ext ensi on X- XXXX.

( Narre)
Chi ef, USAI C&FH Security Division

Figure 6-2. Second page of sanpl e nenorandum of
aut horization for reproduction of classified
defense information on office copier
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ATZS- XXX  (380-5 ) DATE

MEMORANDUM FOR WHOM | T MAY CONCERN
SUBJECT: Authorization to Carry Cassified Material on Fort
Huachuca I nstallation
1. The follow ng individual is authorized to carry classified
mat erial on Fort Huachuca Installation:

a. NAME:

b. ASSI GNEDY EMPLOYED:

C. | D CARD NUMBER:

d. DESTINATION: Fort Huachuca Installation

e. EXPIRATION DATE: 1 year fromrequested approval.

2. For confirmati on of the above information, contact the
under si gned, extension X- XXXX.

(Signature bl ock for
activity ASM

| hereby acknow edge that | have read and understand the
provi sions of Chapter 8 of AR 380-5.

(Typed name, signature of courier
and date)

Figure 8-1. Sanple nenmorandum for authority to
carry classified material on Fort Huachuca installation
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LETTERHEAD

ATZS- XXX  (380-5 )
MEMORANDUM FOR WHOM | T MAY CONCERN
SUBJECT: Authorization to Carry Classified Material on Board
Commercial Aircraft
1. The follow ng individual is authorized to carry classified
mat erial on board commercial aircraft:

a. NAME:

b. ASSI GNEDY EMPLOYED:

c. | D CARD NUMBER:

d. MATERI AL BEI NG CARRI ED:

e. DATE AND Tl ME OF DEPARTURE

f. DESTI NATI ON:

g. TRANSFER PO NTS:

h.  EXPI RATI ON DATE

2. The classified material will be hand-carried to the

tenporary duty area.

Figure 8-2. Sanple nenorandum for authority to carry
classified material on board commercial aircraft
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ATZS- XXX
SUBJECT: Authorization to Carry Classified Material on Board
Commercial Aircraft

3. For confirmation of the above information, contact Security
Division, US Arny Intelligence Center and Fort Huachuca

(USAI C&FH), Fort Huachuca, AZ 85613-6000; tel ephone

(520) 538-6506, DSN 879-6506. After duty hours, contact the
Staff Duty O fice (SDO, USAI C&H, tel ephone

(520) 533-2624/2291.

( Narre)
USAI C&FH Security Manager

| hereby acknow edge that | have read and understand the
provi sions of Chapter 8, AR 380-5.

(Typed nanme, signature of courier
and date)

Figure 8-2. Second page of sanple nenmorandum for authority to
carry classified material on board commercial aircraft
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Appendi x J
Ref er ences

Section |
Requi red Publications

AR 380-10

Forei gn Disclosure, Technol ogy Transfer, and Contacts with

Forei gn Representatives

FH Reg 380-4
Cl assified Waste Destruction Facility

Section |1
Prescri bed Forns

FH Form 380-5-R-E
Request for Security C earance/ Access/ Speci al Access

FH Form 380-6-R-E
Per sonnel Security Screening Record

FH Form 380-9-R
I nformation Security Inspection Checkli st

FH Form 380-10-R-E
Security Duty Appointnents

FH Form 380-14-R-E
Request for Visitor Authorization

FH Form 380-21-R-E
| ndi vi dual Security Orientation Record

Section |11
Ref erenced Forns

DA Form 2028
Recomended Changes to Publications and Bl ank Forns

DA Form 3903
Vi sual Information Work Order
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TRADOC Label 1016
Cl assified — Reproduction Control Notice

TRADCC Label 1017
Uncl assi fied — Reproduction Control Notice
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Appendi x K

Emergency Planning for the Protection of Classified Information

K-1. Purpose. To establish procedures and assign

responsibilities for the protection of classified information in

the event of civil disturbance, fire, natural disaster, or
i mm nent eneny action.

K-2. General Procedures.

a. Al classified docunents will be reviewed by the
reci pi ent upon receipt for proper disposition, retention,
destruction, classification, and marking or transfer.

b. In the case of fire and to ensure the risk of

injury or loss of life is mnimzed, the follow ng actions shal

be taken in regard to classified material.
(1) Leave classified material in place.

(2) If time permts, security containers should be

secured. |If the fire is |life-threatening, do not take the tine

to secure the classified containers.

(3) Designate and train authorized personnel to position
t hensel ves at selected |ocations around the affected area for

the prevention of unauthorized renoval of classified material.

c. This plan should be reviewed annually and
docunented on the individual’s FH Form 380-21-R-E

d. Part | of this plan will be posted near each
security container or group of containers in which classified
information is stored.

e. Part Il wll list the container, drawer, and, when
necessary, the location of Priority I-1V files by file nunber

and title. The priority for evacuation and destruction files

the same as the priority for use of the Cassified Waste
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Destruction Facility during an enmergency as reflected in
paragraph K-6, and be placed inside the container.

K-3. Responsibilities.

a. Ofice chiefs or their designated representatives
are responsible for inplenenting the provisions of subparagraph
K-2b(3) above.

b. Al personnel who receive, create, or are listed on the
SF 700 are responsible for the inplenentation of this plan,
except where otherw se indicat ed.

K-4. Inmplenmentation. The provisions of this plan wll be
i npl emented on the order of the office chief, senior individual,
or the USAI C&FH SM

K-5. Protection. Unless otherw se directed, energency renoval

of classified material is inpractical. Responsible personnel
(paragraph R-3) will ensure classified material is secured in
aut hori zed containers and all outside entrances are secured.
Total destruction of classified material shall occur only at the
direction of the Conmander, USAI C&FH

K-6. Priority for use of the Cassified Waste Destruction
Facility (see FH Reg 380-4) during an energency is reflected
bel ow.

a. Priority I-F0OP SECRET, COVSEC, material and
speci al access materi al .

b. Priority Il —SECRET materi al .

c. Priority I11—C€ONFI DENTI AL materi al .

d. Priority IV—ether sensitive material (FOUO and
Privacy Act material), tinme permtting.
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Appendi x L
Procedures for Handling Top Secret Docunents w thin USAI C&H

L-1. Notice of receipt or pending receipt of TOP SECRET
docunents during duty hours will be passed to the Top Secret
Control Oficer (TSCO or Alternate TOP SECRET Control O ficer
(ATSCO), who will personally accept and receipt for the
docunents. TOP SECRET traffic will not be accepted by anyone
wi t hi n USAI C&FH during non-duty hours unless the precedence is
i mredi ate or hi gher.

L-2. The TSCO or authorized courier will report to the
Directorate of Installation Operations, G3, USAIC&FH to

coordi nate delivery and verify clearance and access of intended
recipient(s). Delivery will be made only within the confines of
the Directorate of Installation Operations, G3, USAI C&FH.

L-3. TOP SECRET docunents will be returned to the USAI C&H TSCO
or ATSCO before close of business on the sane day the docunent
was signed out. The TSCO or ATSCO wi || secure the docunents at
the Directorate of Installation Operations, G3, USAIC&H Notes
will not be made when review ng or working with TOP SECRET
docunents. |If notes have to be witten, they will be checked by
the TSCO or ATSCO to ascertain the classification of the notes.
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d ossary

AR
Arny Regul ation

ASM
Assi stant Security Manager

ATSCO
Al ternate Top Secret Control O ficer

GSA
General Services Adm ni stration

DA
Department of the Arny

DoD
Depart nent of Defense

FH
Fort Huachuca

FOUO
For Oficial Use Only

GSA
General Services Adm nistration

| AW
I n accordance with

SF
St andard Form

SM
Security Manager

SOP
St andi ng Operating Procedures

29



FH Suppl 1 to AR 380-5

TRADOC
Trai ni ng and Doctri ne Comrand

TSCO
Top Secret Control Oficer

USAI C&FH
US Arny Intelligence Center and Fort Huachuca
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(ATZS- | MC- 1 P)

US ARMY

OFFI CI AL:

JAMES A. MARKS

Bri gadi er CGeneral, USA
Conmmandi ng

WLLIAM T. DOYLE
Director of Information Managenent

DI STRI BUTI ON:
E
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